
18 Nov 2020: 07:00AM UTC 
Defending assessment against e-Cheating:  
design and standards 
Associate Professor Phillip (Phill) Dawson 
Deakin University, Australia 

Just to let you know:  
By participating in the webinar you acknowledge and agree that: 
The session may be recorded, including voice and text chat 
communications (a recording indicator is shown inside the 
webinar room when this is the case). 
We may release recordings freely to the public which become 
part of the public record. 
We may use session recordings for quality improvement, or as 
part of further research and publications. 

 e-Assessment SIG 

Webinar	Hosts	
Professor	Geoff	Crisp,		
Deputy	Vice-Chancellor	&	Vice-President	Academic	
University	of	Canberra	
g.crisp[at]canberra.edu.au	
Dr	Mathew	Hillier,		
Macquarie	University	
mathew.hillier[at]gmail.com	

Webinar Series 



Defending	assessment	
against	e-CheaEng:	design	
and	standards	
Phillip	(Phill)	Dawson	
Centre	for	Research	in	Assessment	and	
Digital	Learning	(CRADLE)	
Deakin	University,	Melbourne,	Australia	

@phillipdawson	



Win a free copy of the 
ebook! 

•  Routledge	has	provided	one	ebook	copy	to	be	given	away	
at	this	launch	

•  The	copy	will	go	to	whoever	is	the	first	to	post	a	specific	
link	that	I	request	while	a	slide	with	the	Etle	“Time	to	give	
out	a	free	book”	is	being	presented	

•  Whoever	wins	will	need	to	send	me	a	private	message	via	
this	system	before	the	end	of	the	session	

•  My	decision	about	who	was	first	to	post	the	link	is	final	



Three things to take from this 
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Disclaimer 

•  I	support	AfL	&	AI	
•  I	think	cheaEng	is	a	symptom	of	
broader	problems	

•  I	think	universiEes	have	a	
responsibility	to	try	to	prevent	
and	detect	cheaEng	

•  I	receive	research	funding	from	
ed	tech	companies	

•  My	mum	helped	me	contract	
cheat	in	year	four	



e-cheating:  
 
“cheating that uses or 
is enabled by digital 
technology” 



Contract 
cheating 



Use of specialist cheating 
technologies 



Hacking and 
cheating in 
online 
exams 

hVps://blog.rchase.com/how-proctoru-and-
examity-make-cheaEng-on-college-exams-
easier-than-ever/	



Some uses of study sites 



E-cheating is different 
because it… 
•  does	not	require	any	cleverness	or	hard	
work	on	the	part	of	students.	

•  can	be	packaged	up	and	shared	freely.		
•  can	be	bought	with	a	credit	card.		
•  can	be	anonymous.		

•  is	pushed	to	students	by	social	media	
and	online	adverEsements.		

•  usually	rates	higher	on	web	searches	
than	legiEmate	help.	

•  evolves	at	the	pace	of	technology.	
•  is	never	more	than	a	web	search	away.		



For more on e-
cheating, see the first 
chapter, available 
free on Taylor & 
Francis site 
 
tinyurl.com/ 
pdf-e-cheating 
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Balance academic integrity 
and assessment security 

• Academic	integrity	is	posiEve,	
educaEve	and	values-based	

• Assessment	security	is	
adversarial,	puniEve	and	
evidence-based	

• In	tension,	but	not	a	dichotomy	



Fundamental	values	
of	academic	integrity 

•  Honesty	
•  Trust	
•  Fairness	
•  Respect	
•  Responsibility	
•  Courage		



Assessment	security:		
	
“measures	taken	to	harden	assessment	against	
aVempts	to	cheat.	This	includes	approaches	to	
detect	and	evidence	aVempts	to	cheat,	as	well	as	
measures	to	make	cheaEng	more	difficult.”	
	
(Dawson,	2021)	

Dawson,	P.	(2021).	Defending	Assessment	Security	in	a	Digital	World:	Preven9ng	E-Chea9ng	and	Suppor9ng	Academic	Integrity	in	Higher	Educa9on.	Routledge.	



Addressing	chea<ng	requires…	

Academic	Integrity	
•  TrusEng	
•  EducaEve	
•  ProacEve	

Think	‘crime	prevenEon’	

Assessment	security	
•  DetecEng	
•  PuniEve	
•  ProacEve	or	reacEve	

‘policing’	or	‘surveillance’	

It’s	a	balance,	not	a	dichotomy	
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Assessment design helps but it’s not enough 
(but neither is any other one thing) 

•  Harsh	restricEons	won’t	stop	
cheaEng	

•  Technology	won’t	stop	cheaEng	
•  Blind	faith	won’t	stop	cheaEng	
•  CheaEng	can	occur	in	any	task	
type	

•  No	single	soluEon	



Banning	essays	won’t	save	us.	
AuthenEc	assessment	won’t	save	us.	
Contract	cheaEng	can	occur	with	any	task	type.	
	
(Ellis	et	al,	2019)	

Ellis,	C.,	van	Haeringen,	K.,	Harper,	R.,	Bretag,	T.,	Zucker,	I.,	McBride,	S.,	.	.	.	Saddiqui,	S.	(2019).	Does	authenEc	assessment	assure	academic	integrity?	Evidence	from	
contract	cheaEng	data.	Higher	Educa9on	Research	&	Development,	1-16.	doi:10.1080/07294360.2019.1680956	



Exams	won’t	save	us.	
‘Third	party	cheaEng’	is	likely	more	common	in	
exams	than	assignments.	
‘Third	party	cheaEng’	is	likely	detected	less	oken	in	
exams	than	assignments.	
	
(Harper	et	al,	2020)	
	
(Based	on	comparisons	of	self-reported	student	chea9ng	and	educator	detec9on	rates	–	so	take	with	cau9on)	
	

Harper,	R.,	Bretag,	T.,	&	Rundle,	K.	(2020).	DetecEng	contract	cheaEng:	examining	the	role	of	assessment	type.	Higher	Educa9on	Research	&	Development,	1-16.	doi:
10.1080/07294360.2020.1724899	
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Series	of	small	graded	tasks	

Research,	analysis	and	thinking	skills	

No	‘right’	answer	

Integrate	knowledge/skills	vital	to	programme	

Relevant	professional	skills	

Major	part	of	nested	task	

Small	part	of	nested	task	

In-class	task	

Personalised	and	unique	

Viva	

ReflecEon	on	pracEcum	

Students’	percepEons	of	the	likelihood	of	contract	cheaEng	(%)	

Bretag, T., Harper, R., Burton, M., Ellis, C., Newton, P., van Haeringen, K., et al. 
(2019). Contract cheating and assessment design: exploring the relationship. 
Assessment & Evaluation in Higher Education, 44(5), 676-691.



Rundle, K., Curtis, G., & Clare, J. (2020). Why students choose not to 
cheat. In T. Bretag (Ed.), A Research Agenda for Academic Integrity. 
Edward Elgar Publishing.  
 



Authen<c	restric<ons:	
	

AuthenEc	assessment	is	great	but	it	
doesn’t	stop	cheaEng.	AuthenEc	
restric9ons	might.	
	

RestricEons	need	to	be	enforced,	and	
therefore	make	assessment	harder	to	
secure.	
	

AuthenEc	restricEons	reduce	the	
‘aVack	surface’.	
	

Allowing	students	tools,	collaboraEon	
and/or	informaEon	reduces	the	opEons	
for	cheaEng.	

hVps://teaching.unsw.edu.au/academic-integrity/case-studies	
David	Kellermann	UNSW	@DrKellermann	



Programma<c	assessment	security:	
	
‘Cheat-proofing’	every	act	of	
assessment	is	probably	impossible	
and	definitely	a	bad	idea.	
	

Focus	on	securing	those	acts	of	
assessment	that	maVer	to	the	
degree	program	outcomes.	
	
Focus	on	developing	academic	
integrity	in	the	others.	



“If	we	trust	students	not	to	cheat	then	cheaEng	
rates	will	go	down”	sounds	good	but	evidence	is	
thin.	
	
(e.g.	honor	codes	help,	but	only	explain	a	small	
amount	of	the	variance	in	cheaEng	rates)	
	
(McCabe	et	al	2002)	

McCabe, D. L., Treviño, L. K., & Butterfield, K. D. (2002, 2002/06/01). Honor Codes and Other Contextual Influences on Academic Integrity: A Replication and Extension to Modified Honor Code 
Settings. Research in Higher Education, 43(3), 357-378. https://doi.org/10.1023/A:1014893102151  



Consider	the	pros	and	cons	of	
remote	proctoring	–	and	
demand	evidence	
	

Do	students	really	hate	
proctoring	so	much?	
	
Is	proctoring	actually	an	
effecEve	anE-cheaEng	measure?	

Dawson,	P.	(2021).	Defending	Assessment	Security	in	a	Digital	World:	Preven9ng	E-Chea9ng	and	Suppor9ng	Academic	Integrity	in	
Higher	Educa9on.	Routledge.	



For more on remote 
proctoring see this guide on 
the TEQSA site: 
tinyurl.com/teqsa-exams 



Time to give out a free book! 

Free	e-copy	will	go	to	the	first	
person	to	post	a	link	in	the	
chat	to	the	gofundme	for	a	
Canadian	learning	technologist	
who	is	being	sued	by	a	remote	
proctoring	company.	

@phillipdawson	



Random	audit:	
	
‘Cheat-proofing’	every	act	of	
assessment	is	probably	impossible	
and	definitely	a	bad	idea.	
	

Consider	random	audit	of	
individual	students’	work.	
	
The	possibility	of	an	audit	is	
associated	with	more	honest	
behavior	in	other	contexts	(e.g.	
tax)	



If it’s not valid & 
reliable assessment 
of learning, it’s not 
worth securing. 
 
See Ch9: 
Structuring and 
designing 
assessment for 
security for more 
info. 
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Seven proposed 
standards for 
assessment 
security 



Coverage 
across a 
programme 

How	much	of	a	degree	should	be	
secured?	

Securing	everything,	nothing,	or	in	a	
haphazard	way	is	unacceptable	

Securing	the	major	task	in	each	unit/
module	is	commonplace	but	we	can	do	
beVer	

Best	pracEce	is	programmaEc	



Authentication 

How	do	we	ensure	the	student	is	who	they	
say	they	are?	

Unacceptable	to	not	aVempt	this	(for	the	
tasks	we	are	securing)	

Minimum	is	to	use	photo	ID	or	something	
else	like	stylometrics	or	biometrics	–	but	this	
just	establishes	who	they	are	right	now	

AspiraEonal	is	to	dialogue	with	students	
about	the	work	



Control of 
circumstances 

How	can	we	be	sure	the	task	was	done	
in	the	circumstances	we	designed	for?	

Unacceptable	to	not	aVempt	to	control	
(for	the	tasks	we	are	securing)	

Some	tasks	require	a	combinaEon	of	
proctoring,	lockdown	or	text	matching	
to	be	secure	

At	an	aspiraEonal	level	we	should	try	
non-text	and/or	semanEc	matching	



Difficulty to 
cheat metrics 

We	need	to	know	how	hard	tasks	are	to	cheat	in	

Unacceptable	to	just	assume	tasks	are	hard	to	
cheat	in	without	any	evidence		

(for	the	tasks	we	are	securing)	

At	a	minimum,	educators	should	complete	tasks	
themselves	and	consider	how	to	cheat	

As	an	aspiraEon	we	should	get	specialists	to	audit	
tasks	for	how	difficult	they	are	to	cheat	



Detection 
accuracy 
metrics 

We	need	to	know	if	our	detecEon	
approaches	work	

Unacceptable	to	just	assume	we	are	
detecEng	all	cases	

At	a	minimum,	approaches	should	be	
based	on	research	into	detecEon	

As	an	aspiraEon	we	should	validate	that	
detecEon	approaches	actually	work	



Proof metrics 

We	need	to	be	able	to	prove	cases	of	
cheaEng	

Unacceptable	to	not	keep	records	about	
proof	rates,	or	to	only	rarely	prove	cases	

As	a	minimum,	records	need	to	be	kept	
about	proof	rates,	and	proven	cases	should	
be	relaEvely	common	

As	an	aspiraEon,	proof	rates	should	be	
externally	audited	and	benchmarked	



Prevalence 
metrics 

We	need	to	know	approximate	rates	of	
undetected,	detected	and	proven	cheaEng	
in	a	cohort	

Unacceptable	to	not	aVempt	to	compare	
rates	of	proven	cases	with	expected	rates	

At	a	minimum,	rates	of	proven	cases	should	
be	benchmarked	against	prevalence	data	
from	similar	programmes	

As	an	aspiraEon,	exisEng	research	is	used	to	
calculate	prevalence	of	unproven	cheaEng	



@phillipdawson	
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Thanks for launching! 
 
Please check if your library has a copy, 
ask your librarian if they don’t, buy if 
you love it, and leave a review! 
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Recording available  
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