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The security and integrity (S&I) of e-exams  

S&I	of	e-Exams	–	Considera4ons	for	all	ins4tu4ons	
–  Sandboxing	the	e-exam	–	the	technologies	
– Defea4ng	chea4ng	–	professional	penetra4on	tes4ng	is	
recommended	

–  Reliability:	is	linked	to	security	and	vice	versa	
–  Eliminate	student	par4cipa4on	in	technology	tes4ng	or	e-
exam	setups	

–  Systems	integra4on:	could	e-exams	run	without	you?	
–  Invigila4on	–	Invigilators	trained	in	invigila4ng	the	e-exam	
–  Preserving	a	posi4ve	student	experience	



The security and integrity (S&I) of e-exams  

S&I	of	e-Exams	–	the	CQU	experience:	
– Mul4-campus	
– Mul4-exam	centres	exacerbates	logis4cs	challenge	
–  CQU	is	examining	online	proctoring	solu4ons	
–  Case:	T2/18	trial:	AusPost	lost	USB’s	for	two	major	exam	
centres:	Sydney	and	Melbourne	–	at	the	brink.	Raises	
logis4cs	risks	as	well	as	academic	integrity	concerns	
(paper	can	go	missing	too!).	

–  Conclusion:		USB’s	are	high	risk	for	our	situa4on	when	
volumes	above	~150	are	involved.	In	CQU	context,	we	
need	to	move	onto	online/network	e-Exam	solu4ons	



Invigilated	exams	
Ø Invigila4on	=	live	supervision	of	on-site	exams	
Advantages:	

–  Direct	control	of	the	candidates	physical	environment	minimises	chea4ng	
opportuni4es	

–  Uniform	condi4ons	for	all	candidates	could	be	seen	as	fairer	
–  Use	of	paper	exams	or	exam	props	or	allowing	use	of	external	materials	

can	be	supervised	
–  e-Exams	can	replace	paper	exams	with	current	invigila4on	prac4ce	plus	

training	

Disadvantages:	
–  Inconvenience	for	candidates	(travel,	4me,	costs)	–	mostly	impacts	

distance	students	
–  Higher	cost	of	se\ng	up	suitable	central	venues	and	hiring	staff	
–  High	impact	on	mul4-exam-site	universi4es	like	CQU	or	others	that	provide	

exams	to	remote	students	



Remote	Invigila4on	
Ø The	“process	by	which	a	candidate	is	supervised	live	
over	the	internet	via	a	web	camera	rather	than	being	
supervised	by	someone	in	the	same	physical	
loca4on.”	
h`ps://blog.itcertcouncil.org/2017/05/11/remote-proctoring-benefits-risks-and-lessons-learned/	

Advantages	
–  Low	test	site	setup	since	no	physical	site(s)	are	involved.			
One	or	two	people	in	a	control	centre	could	observe	a	
large	number	of	remote	candidates	via	their	web	cams	

–  No	travel	cost	and	4me	for	candidates	–	familiar,	
comfortable	environment.		Very	high	convenience	factors.	

–  Session	can	be	recorded	for	later	review	if	necessary.	Staff	
behaviour	can	also	be	recorded	and	reviewed	



Remote	Invigila4on	
Disadvantages	

–  low	control	of	the	candidates	physical	environment	so	
poten4al	for	chea4ng	cannot	be	eliminated	(e.g.	
candidates	needs	to	go	to	toilet;	se\ng	up	wifi	connected	
second	screen	or	VGA/HDMI	spli`er	cable	($10)	so	
someone	out	of	range	can	see	the	exam	paper	and	help.	

–  Internet	access	with	reliable	technology	is	essen4al	and	
must	be	available	to	candidates	in	remote	loca4ons	–	this	
might	not	always	be	available	or	possible	for	all	
candidates.	

–  Some	candidates	might	“find	the	restric4ons	on	body	and	
eye	movements	to	be	in4mida4ng	and	stressful”	(blog)	



Self-contained	(Offline)	exams	
Ø “self-contained”	-	exam	delivery	and	exam	
comple4on	is	independent	of	an	external	
connec4on.		For	example:	
– Paper	exams:	The	exam	is	in	one	document	
delivered	to	candidates.	Candidates	can	complete	
the	exam	using	only	materials	available	in	the	
venue	loca4on	–	pen,	answer	booklet	etc.	

– Offline	e-Exam:	The	exam	is	contained	in	one	USB	
delivered	to	candidates.		Candidates	can	complete	
the	e-exam	using	their	own	laptops	and	only	the	
solware	provided	–	no	external	connec4on	is	
required	or	permi`ed.	



Networked	exams	
Ø “networked”	-	where	exam	delivery	and	exam	
comple4on	relies	on	a	connec4on	to	an	outside	
source.	For	example:	
– Paper	exams	where	the	exam	allows	external	
websites	to	be	referenced.	

– e-Exam	where	the	exam	is	delivered	over	a	secure	
network.	Candidates	might	complete	the	e-exam	
using	their	own	laptops	or	computer	labs.	
Responses	saved	to	network	server	(note	our	
project	is	here!	Robust	network	mode)	



USB’s	–	the	verdict	
Ø A	totally	independent	system	which	doesn’t	
change	the	underlying	host	OS	
Advantages	include	quite	water-4ght	security,	systems	
are	effec4vely	sandboxed	therefore	providing	high	
degree	of	integrity.	
Disadvantages	may	include	the	inefficiencies	associated	
with	administra4ng	and	dealing	with	many	small	
physical	units	(think	of	thousands	of	students	from	
mul4ple	disciplines).		For	mul4-site	universi4es	like	
CQU,	logis4cs,	acceptance	and	reliability	were	issues.		
The	need	to	involve	students	in	laptop/USB	boo4ng	
tes4ng	prior	to	exam	was	viewed	as	a	nega4ve.	



BYOD	
Ø 	Students	use	their	own	device	(laptops	now,	but	in	
future	could	be	tablets	and	handhelds).	

•  Advantages	
–  Lower	cost	to	the	university	
–  Students	use	a	machine	familiar	to	them	
–  Pre-loaded	solware	is	unnecessary	if	an	open	source	
system	like	e-Exam	is	used.			

•  Disadvantages	
–  Some	might	have	unreliable	devices	or	inadequate	
devices,	or	even	not	own	a	device	(reserve	needed)	

–  Less	direct	control	could	mean	higher	vulnerability	to	
cheat	schemes	

–  Systems	reliant	on	peripheral	boot	(USB)	needs	students	
to	test	system	prior	to	exam.	



Non-BYOD 		
Ø Students	use	university-provided	facili4es	to	do	their	
e-exam.		Poten4al	methods:	
– Use	university	PC’s	e.g.,	turning	computer	labs	
into	exam	rooms	(limited	total	seats!)	

–  Invest	in	a	bank	of	exam-purpose	laptops	
Advantages	include	having	machines	already	setup	
for	an	e-exam:		e.g.	e-exam	would	be	taken	with	all	
pre-tested	machines.	
Disadvantages	include	high	ini4al	cap	cost,	plus	
ongoing	maintenance.	
	



e-Exams:	Security	&	Integrity	
e-Exams	–	S&I	issues	need	resolu4on	
Must	at	least	be	as	secure	and	as	reliable	as	paper	
exams.	
If	e-Exams	can	demonstrate	how	it	provides	water-4ght	
security,	integrity	and	reliability,	at	large	scales,	AND	
with	lower	cost	of	opera4on,	high	student	and	teacher	
acceptance,	and	poten4al	for	doing	more	innova4ve	
exams	–	it	win	university	acceptance	at	exec	levels.	

	



Summary	
CASE	 PAPER	exam	 Networked	e-exam	 Offline	e-exam	
Locality	 studs	grouped	 individual	locs	 studs	grouped	
Medium	 printed	exam	 sandboxed	nw	 USB	
Tools	 pen,	wri4ng	 laptop/desktop	 BYO	laptop	
InvigilaJon	 local,	physical	 remote	proc	 local,	physical	
Security	 high	 high	 high	

Integrity	 med-high	 high	 high	
Reliability	 high	 high	 medium	
Network	 no	 yes	 no	

Advantages	 uniformity,	control	 high	security;	use	AV	 high	security;	use	AV	
Disadvantages	 inauthen4c,	limited	

applica4on	
technology	setup,	
ini4al	costs	

technology	is	very	
dynamic	



Summary	
CQ University specific summary 
•  Networked e-exams is most viable medium due to 

multi-site dynamics (must be robust against network/
server outage!) 

•  Self-contained ‘offline’ e-exams has had low student 
acceptance, high stress & risk for students, and poor 
logistical control. 

•  Reliability, risk and student acceptance are main 
issues rather than security and integrity, for CQU.	

 
Tell us: Your Institution’s specific concerns? 
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